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Introduction
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What Is PinkDB?

connect

API

“(...) application architecture for database centric
applications. It is focusing on relational database
systems and is vendor neutral. The principles are
based on the ideas of SmartDB, with some
adaptions that make PinkDB easier to apply in
existing development environments. (...)"

https.//www.salvis.com/blog/2018/07/18/the-pink-database-
paradigm-pinkdb/
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SmartDB vs. PinkDB - Used DB Features

PinkDB




SmartDB vs. PinkDB - Enforced Principles

SmartDB
« PL/SQL API only
* No generated code

* Transaction Control
within API
* No exceptions

Principle
Of
Least
Privilege

Use DB as
processing
engine

PinkDB

 Allows API-Views
 Allows generated code

* Allows Transaction
Control outside DB
» Allows exceptions
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Principle of Least Privilege

“The principle means giving a user account or process
only those privileges which are essential to perform
its intended function.”

https://en.wikipedia.org/wiki/Principle of least privilege

connect

API . N “Minimizes the attack surface (...)
Reduces malware propagation (...)

Improves operational performance (...)

Safeguards against human error (...)"

https://www.paloaltonetworks.com/cyberpedia/what-is-the-principle-
of-least-privilege
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SQL Injection

Copyright © 2023 Accenture. All rights reserved. 8



HI, THIS 1S

YOUR SON'S SCHOOL.

WE'RE HAVING S0ME
(COMPUTER TROUBLE.

\%m

Little Bobby Tables

OH, DEAR - DID HE
BREAK SOMETHING?

IN AWAY /

S

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;-~ 7

~OH.YES UTTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WE'VE LOST THIS

YEARS STUDENT RECORDS.

I HOPE YOURE HAPPY.

{

AND I HOPE
- YOUVE LEARNED
t TOSANMZE YOUR

DATABASE INPUTS.

Source: https://xked.com/327, https://www.explainxkcd.com/wiki/index.php/Little Bobby Tables
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Dynamic SQL - Flexibility vs. Security X

create or replace package body pkg is
procedure exec _sql(in sgl in wvarchar2) is
begin
execute immediate in sql;
end exec sql;
end pkg;
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Dynamic SQL - Unasserted Input X

create or replace package body pkg is
function f (in table name in varchar2) return boolean as
co_ templ constant varchar2 (4000 byte) :=
'DROP TABLE #in table name# PURGE';
1l table name varchar2 (128 byte) ;

1l sql varchar2 (4000 byte) ;
begin
1l table name := in table name;
1 sgl := replace(co templ, '#in table name#', 1 table name);

execute immediate 1 sqgl;
return true;
end f;
end pkg;
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Dynamic SQL - Assert Input &

create or replace package body pkg is
function f (in table name in varchar2) return boolean as
co_ templ constant varchar2 (4000 byte) :=
'DROP TABLE #in table name# PURGE';
1l table name varchar2 (128 byte) ;

1l sql varchar2 (4000 byte) ;

begin
1 table name := sys.dbms assert.enquote name (in table name) ;
1l sql := replace(co templ, '#in table name#', 1 table name);

execute immediate 1 sql;
return true;
end f;
end pkg;
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Dynamic SQL - Without Binds X

create or replace package body pkg is
function sum sal(in dname in varchar2) return number is

co sql constant clob = q' [

select sum(emp.sal)
from emp join dept on emp.deptno = dept.deptno

where dept.dname = '#dname#'
1"
co dname constant dept.dname%type := in dname;

1l sql clob;
1l result number;
begin
1 sgl := replace(co sql, '#dname#', co dname);
execute immediate 1 sgl into 1 result;
return 1 result;
end sum sal;
end pkg;
>
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Dynamic SQL - With Binds &

create or replace package body pkg is
function sum sal(in dname in varchar2) return number is
co_sql constant clob = q'[
select sum(emp.sal)
from emp join dept on emp.deptno = dept.deptno

where dept.dname = :dname
1"
co dname constant dept.dname%type := in dname;
1l result number;

begin
execute immediate co sql into 1 result using co dname;
return 1 result;
end sum sal;
end pkg;
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Static SQL - Auto-Binds &

create or replace package body pkg is
function sum sal(in dname in varchar2) return number is

co dname constant dept.dname%type := in dname;
1l result number;
begin

select sum(emp.sal)
into 1 result
from emp join dept on emp.deptno = dept.deptno
where dept.dname = co dname;
return 1 result;
end sum sal;
end pkg;
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inding Violations
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P * DEPTNO NUMBER (2)
* DNAME VARCHAR2 (14 BYTE)
* LOC VARCHARZ2 (13 BYTE)

Demo App
P * EMPNO NUMBER (4)

* ENAME VARCHAR?2 (10 BYTE) ° Based on SCOtt’S dept/emp

* JOB VARCHAR2 (9 BYTE) .
MGR NUMBER (4) « Converted to a PinkDB app
HIREDATE DATE
SAL NUMBER (7,2) ° I
A ek 72 PinkDB and PoLP tests
DEPTNO NUMBER (2)
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Database Objects

connect

AP| User app_connect:
No objects, only access to API

Schema app:

API-Views departments, employees, department_salaries
API-Packages department_api, employee api

Schema app:
Tables dept, emp
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Key Messages
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Everything Counts

 Performance

— “Everything counts in large amounts”
— When optimizing the runtime
— Data, sessions, calls, ...

« Security

— “Everything counts”
— When minimizing the attack surface

— Access, privileges, objects, data, ... —
. Source: https://en.wikipedia.org/wiki/Everything Counts
— Different needs for dev, test, prod

— Follow Principle of Least Privileges
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